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Abstract

IoT-Edge-Cloud continuum is becoming a de facto for any
IoT or Al-related service based on how the gathered data
are processed and stored, with the new emergence of Edge
computing. Since all of the citizens should take advantage
of public services created in the IoT Edge-Cloud continuum
the trust, security, and privacy questions are of utmost im-
portance not only for the developers but also for other in-
volved actors, such as owners, operators, and users. In this
poster we propose a novel IoT-Edge-Cloud Continuum data
flow validation tool aiming to assist the involved parties in
aiming for the best possible outcome for society as a whole,
contributing to the development of the IoT-Edge-Cloud con-
tinuum services as well as providing a mechanism for vali-
dation of data management mechanisms in theory as well as
in practice.

1 Introduction

As the IoT-Edge-Cloud Continuum (IECC) becomes
more popular the Internet of Things (IoT) and Artificial In-
telligence (Al) are driving a new wave of digital transfor-
mation for our society. IoT devices such as cameras and
sensors are increasingly used for public services, ranging
from critical infrastructures (e.g., road monitoring and smart
electricity grid) to healthcare services (e.g., remote patient
monitoring for elderly people at home). IoT devices gather
live data for advanced analysis and decision-making, usually
powered by Al techniques. With the evolvement of IoT- and
Al-powered public services, everyone potentially could be
involved in various online activities without actively partici-
pating or even knowing it. Therefore, the trust and account-
ability of such services are critical for everyone in society,
and the lack of trust in the current public services on secu-
rity and privacy, including malicious intents of the service
providers, is a major barrier to service innovation.
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New paradigms and development tools emerge to enable
a systematic and unified approach to IECC system develop-
ment, for example, [4, 8], unfortunately, they are mostly fo-
cusing on improving the development part of the smart IECC
systems leaving the crucial trust, security, and privacy man-
agement to the developers best knowledge and good intents.
In this poster we present a IECC data flow validation tool
aiming to fill the vertical integration gap between unified and
streamlined smart IECC system development and enforced,
verifiable, and accountable trust, security, and privacy poli-
cies by providing a clear view on the data flows of the whole
IECC system. The aim of the proposed IECC data flow vali-
dation tool is to allow the system architects, designers, own-
ers, and users to examine and validate how the data generated
in the system are being processed, transformed, and trans-
ferred within the different computational spaces.

Similar approaches have already been proposed for other
domains on a much smaller scale such as banking [7], web
services [1], ontologies [2], etc. There are also tools avail-
able to system developers to help alleviate the complexity of
IECC system design, such as NodeRed [5] or Digital Twin
integration for IoT [3], bet they are more focused on the de-
sign and development part of the programming front, ignor-
ing the data flow management.

2 TECC data flow validation tool

The proposed IECC data flow validation tool consists of
four tightly coupled parts: (i) system-wide data flow policy,
(ii) data flow management API, (iii) system-wide data access
logging, and (iv) open source and verified plugins. Each of
these parts is provided to the developers of the system in the
form of software libraries ready to be used in their IECC
projects.

System-wide data flow policy acts as the rule set placed
upon the data flow within the IECC. The main purpose of
the data flow policy is to mark different types of data and
enforce their accessibility level within the system. In order
for the proposed IECC data flow validation tool to be trusted
for data flow verification there needs to be mechanisms put
in place to prevent or at least report any tempering done to
the data flow policy globally or locally.

Data flow management API is the sole enabler of the in-
teraction with any data available in the IECC system. This
is realized as an API available to the developers providing
access to functions allowing to retrieve or provide data and



is enforced as the only input or output for each data process-
ing instance in the IECC, keeping track of data origin and
destination for each API call.

System-wide data access logging is self-explanatory, ev-
ery request made for the data flow management API can be
logged or saved for future evaluation according to data pol-
icy configured and then enforced. the gathered data can not
only be used to verify that the system is behaving according
to the rules by any authorized third party but also automat-
ically observe any behavioral drifts or anomalies within the
IECC system [6].

Open source and verified plugins are the main part of
the system allowing for any interaction, investigation, or ma-
nipulation of the data to be injected in the IECC system to
provide different functionality to different involved actors.
Since plugins are also capable of interacting with the data,
they should be verified and protected against any tampering,
the verification ultimately should be entrusted to a competent
third party, for example, the open-source community.

2.1 Plugins

The plugins operate in the ’system” side of the IECC data
flow validation tool therefore they theoretically have access
to all the data available within the system. Data flow man-
agement API calls are used as entry points for any plugin in-
teraction, restricting the scope of potential interaction. There
are three distinct types of plugins we envision: (i) Validation,
(ii) Manipulation, and (iii) Visualisation.

Validation plugins can validate the existing and defined
data flows within the system, check if they adhere to any
defined standards, for example, GDPR and similar, and flag
potential security issues like plain text logging, etc. More
advanced plugins could potentially evaluate the data privacy
concerns by verifying the use of different data masking ap-
proaches, like Differential Privacy (DP) or leakage of private
or sensitive data. It is also possible to use plugins intended
to validate performance, but this is not the main focus of the
proposed IECC data flow validation tool. The enforcement
of system-wide data flow policies is also done through the
plugin comparing the data flow transactions against the de-
fined policies.

Manipulation plugins is a way to provide the IECC sys-
tem developers with a secure and validated implementation
of popular data management or masking algorithms, for ex-
ample, DP, therefore not only accelerating IECC system de-
velopment but also enabling a secure and trustable outcome.

Visualization plugins is designed to provide an easy-to-
grasp visual representation of otherwise complicated internal
data flows of IECC systems by concealing the non-relevant
entities for the perspective depending on the necessary ac-
tion. For example, a system developer, as well as a user or
owner can use the envisioned example shown in Figure 1 to
quickly get an understanding of the processing, transforma-
tion, and transmission of the gathered data and evaluate the
flagged issues.

3 Preliminary Results & Next Steps

After the preliminary research, we have identified the ne-
cessity for IECC data flow validation tool and have formu-
lated an initial approach for implementation, as well as se-
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Figure 1. Example of visual data flow representation

cured two use cases related to critical infrastructure in order
to validate the effectiveness and usefulness of the approach.

The next steps are to implement the IECC data flow val-
idation tool and validate it. For future research directions,
we speculate that as the data flows within the system are
available using data flow management API calls, it could
be possible to add simulated data processing, providing or
consuming instances working together with the real already
implemented instances providing a unique opportunity not
only to speed up implementation by using simulated parts of
the IECC system but also evaluating different approaches by
implementing them on more capable hardware before opti-
mizing for IoT or Edge devices.

The authors are working towards the implementation of
the proposed IECC data flow validation tool in order to vali-
date and showcase the benefits of the approach.
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