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ABSTRACT
Wireless sensor networks (WSNs) plays a vital role in a variety of
service-critical surveillance applications. These applications’ Qual-
ity of Service (QoS) requirements can only be met if the network is
tolerant to unexpected failures of sensor nodes. Such failures are
primarily caused by active security attacks. This paper models the
problem of detecting such attacks as an anomaly detection problem
in a dynamic graph. We utilize a neural network-based cluster en-
semble approach called the Neural network-based K-Mean Spectral
and Hierarchical (NKSH) approach to solve the problem. The pre-
liminary experimental results show that this approach can detect
such attacks with a high degree of accuracy and precision.

CCS CONCEPTS
• Security and privacy → Intrusion detection systems; Intru-
sion detection systems; • Networks → Ad hoc networks.
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1 INTRODUCTION AND MOTIVATION
WSNs are used for a variety of applications such as military surveil-
lance.WSNs should be tolerant from sensor node failure to meet key
QoS requirements of these applications, such as energy efficiency,
coverage, and connectivity. One factor that triggers such a failure
is an active security attack. Denial of service is an example of such
an attack. The famous Maroochy water treatment and Ukrainian
power grid attacks are good instances of such attacks over theWSN.
These attacks can very rapidly make a network dysfunctional. For
instance, in military surveillance, such attacks on WSNs result in
intrusions that often go undetected.
Cryptographic techniques [1] are most effective and commonly

Figure 1. Anomaly detection in fully weighted dynamic 
graph

used traditional tools to safeguard against such attacks. Unfortu-
nately, such techniques are complex and resource intensive mak-
ing their use infeasible in WSN. In such cases, a lightweight and 
energy-efficient intrusion detection system can form a second line 
of defense. This paper proposes a lightweight graph-based intrusion 
detection approach called NKSH to detect active security attacks in 
WSNs.

A graph model is an efficient way to represent complex relation-
ships in the dataset. In [3], a static graph model is used to represent 
the sensor data. Anomalies are identified based on the spatial corre-
lation of sensor data. A graph-based spectral clustering on sensor 
data is proposed in [5] to detect anomalies. MIDAS and MIDAS-R 
(Micro-cluster based Detector of Anomalies in Edge Streams) pro-
posed in [2] are currently the two most prominent approaches that 
are used to identify abrupt edge changes in a dynamic graph. A 
threshold-based scheme is applied to the graph data to detect the 
anomaly. On the contrary to other approaches, the NKSH utilizes a 
novel dynamic graph model that captures the spatial and temporal 
network changes that are introduced due to such attacks.

The remaining sections of this paper are organized as follows. 
Section 2 explains the problem formulation and proposed solution. 
Section 3 discusses experimental setup, performance evaluation, 
and results. Finally, Section 4 concludes the paper.

2 PROPOSED SOLUTION AND UNIQUENESS
2.1 Dynamic Weighted Graph Model

Definition 2 .1. (Dynamic weighted Graph)[4] A dynamic weighted 
graph is a graph 𝐺𝑡 (𝑉 𝑡 ,𝛼𝑡 ,𝜇𝑡 ) with a vertex weight functions 𝛼𝑡 :𝑉 𝑡
→R on each vertex in non-empty set𝑉 𝑡 and a edge weight function
𝜇 :𝑉 𝑡×𝑉 𝑡→[0,1] on each edge of the graph with vertex and edge
values changing over time.

In the proposed graph model, the vertices represent the sensor
nodes, and the edge represents the sensing area overlap between
them. The edge weight (overlapping degree) symbolizes a measure
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of overlapping distance, whereas the vertex weight (redundancy 
degree) indicates the total number of redundant nodes of a sensor 
node (vertex). The redundant nodes of a node are those whose 
sensing area overlaps entirely (overlapping degree greater than 0.9) 
with that node.

2.2 Problem Formulation
Given a sequence of 𝑘 graph snapshots {𝐺𝑡 }

𝑡

¯
=1(V

𝑡 ,𝛼𝑡 ,𝜇𝑡 ) taken
over a time period 𝑇 , the problem is to find a  subset o f graph
snapshots 𝐺𝐴𝑛𝑜𝑚 such that each graph snapshot 𝐺𝑡 ∈ 𝐺𝐴𝑛𝑜𝑚 is 
anomalous.

2.3 NKSH Approach

Figure 2. Nueral network based clustering ensemble ap-
proach

In our approach we define three unique graph weight features 
namely Mean Redundancy Weight(𝑀𝑅𝑊 ), Mean Overlapping Weight 
(𝑀𝑂𝑊 ), and Number of Cliques (𝑁𝐶). These features are defined 
in Eq.1 and Eq.2 respectively.

𝑀𝑅𝑊 𝑡 =
∑ 𝛼𝑡 (𝑣𝑖 )

𝑁
,∀𝑣𝑖 ∈ 𝑉 𝑡 . (1)

𝑀𝑂𝑊 𝑡 =
∑ 𝜇𝑡 (𝑣𝑖 , 𝑣𝑖+1)

𝑁𝑒
,∀ < 𝑣𝑖 , 𝑣𝑖+1 >∈ 𝐸𝑡 , (2)

where 𝑁𝑒 is the number of edges in the graph snapshot 𝐺𝑡 with
𝑁 vertices, 𝛼𝑡 (𝑣𝑖 ) calculates the total number of redundant nodes
of 𝑣𝑖 , and 𝜇𝑡 (𝑣𝑖 , 𝑣𝑖+1) calculates the overlapping degree between
vertex 𝑣𝑖 and 𝑣𝑖+1.𝑁𝐶 is calculated bymodifying the Bron-Kerbosch
algorithm with a complexity of 𝑂 (3𝑛/3).

When the network’s operation is normal, the values of these
features (MRW, MOW, NC) follows a linear pattern, but sudden
changes in its values indicate an operational anomaly. A weighted
Euclidean feature similarity matrix of the graph snapshots is cre-
ated, as shown in Eq. 3 and Eq. 4, respectively. Three well-known
clustering approaches, namely KMeans (𝐾), Spectral (𝑆), and Hi-
erarchical (𝐻 ), are applied to the matrix to classify normal and
anomalous graph snapshots. Final results that are obtained after
applying an averaging function over the classification results of
individual clustering approaches are subsequently used to train
and test a feed-forward neural network with one hidden layer. The
neural network is then used to predict and classify graph snapshots.
The process flow model of NKSH is shown in Fig. 1 and Fig. 2.

𝐸𝑅𝑂𝐶 (𝑖, 𝑗) =
√
(

∑
∀𝐹 ∈{𝑀R𝑊,𝑀O𝑊,𝑁C}

𝑊𝐹 (𝐹𝑖 − 𝐹 𝑗 )2), (3)

where𝑊𝐹 is the inverse of the variance of respective feature (𝐹 )
value.

𝑆𝑅𝑂𝐶 [𝑖, 𝑗] =
{
𝐸𝑅𝑂𝐶 (𝑖, 𝑗), if 𝐸𝑅𝑂𝐶 (𝑖, 𝑗) > 0
0, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(4)

3 EXPERIMENTS
The simulation and performance analysis of the NKSH approach
was done using NS2 and R-studio. Due to the absence of a real-
world WSN DoS attack dataset, we developed a synthetic dataset.
MIDAS and MIDAS-R [2] are used as baseline approaches since
they too are frequently used in the context of dynamic graphs.

KSH shows superior accuracy (=0.97) in detecting the anomalies
when compared with baselines. The proposed approach has greater
precision (=0.98) at the cost of a slightly higher (≈ 1.3𝑠) running
time (log scale, in seconds, excluding I/O) when compared with its
baselines as shown in Fig.3.

Figure 3. (top) Accuracy (AUC) vs. running time, (bottom) 
Average Precision Score vs. time

4 CONCLUSION
In this paper, detection of DoS attacks is modeled as an anomaly 
detection problem in a dynamic graph. We use a neural network-
based cluster ensemble approach called NKSH to identify anoma-
lous graph snapshots with superior accuracy and precision. In 
our future research we aim to to extend our approach to detect 
anomalies in other types of networks such as social networks and 
directional sensor network.
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