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Abstract
This paper provides an overview of the 6LoWPAN stan-

dard. 6LoWPAN is an open standard developed by IETF. It
is an IPv6 adaptation layer running on top of IEEE 802.15.4
standard. This paper reviews the history that led to the con-
cept of Internet of Things (IoT) and how IoT evolved from
simple, non-IP networks to 6LoWPAN based IP networks. In
this paper, we argue why 6LoWPAN is an important building
block for the future of IoT. We also describe the challenges
and most important features of 6LoWPAN, including two ap-
plication protocol standards CoAP and MQTT-SN that are
used in 6LoWPAN. We also list some of the popular imple-
mentations of 6LoWPAN, including some Thread products
based on 6LoWPAN.

1 Introduction
The Internet evolved from ARPANET in the 1970s and

has been the most popular, globally interconnected network
based on the TCP/IP suite. It has replaced several propri-
etary and incompatible network protocols such as Novell In-
ternetwork Packet Exchange (IPX) and IBM Systems Net-
work Architecture (SNA). Currently the IPv4 based Internet
is the most important network and has revolutionized peo-
ple’s lives. Internet of Things (IoT) is a new technology
that has wide potential applications and has the potential of
changing our lives even more profoundly[9].

Constrained networks formed by connected constrained
nodes are the backbone of IoT. Constrained networks and
constrained nodes have unique challenges and the normal
network protocols usually cannot be directly applied. Con-
strained nodes falls into different classes, as show in Table
1.

Most of the popular network protocols, like TCP/IP, need
more resources than the constrained nodes can afford, espe-
cially for class 0 and class 1 devices. Either new protocols

Table 1. Classes of constrained devices
Name data size (e.g., RAM) code size (e.g., Flash)

Class 0, C0 �10 KB �100 KB
Class 1, C1 ~ 10 KB ~ 100 KB
Class 2, C2 ~ 50 KB ~ 250 KB

or adaptation of popular protocols are used. Class 0 devices
are too limited even for specially designed IoT network pro-
tocols, while class 1 devices are capable of communicating
with the external Internet using network protocols specially
designed for IoT devices and some gateway/router devices.
Even if class 2 devices are capable of running some normal
network protocols like TCP and HTTP, they can still ben-
efit from specially designed IoT network protocols. A cer-
tain type of constrained networks called Low Power Wire-
less Personal Area Networks (LoWPANs) has been widely
used in a variety of applications in the field of Internet of
Things, including wearable or implantable devices, urban
monitoring, control of large buildings, and industrial con-
trol applications. The LoWPANs are not limited to personal
usage and the “Personal” is just a vestige[13]. The most
popular LoWPAN implementations are IEEE 802.15.4 de-
fined by the IEEE 802.15 working group[26] and Bluetooth
Low Energy (BLE)1 developed by the Bluetooth Special In-
terest Group[24]. Several network protocols based on IEEE
802.15.4 like ZigBee[19] and 6LoWPAN[32] have been de-
veloped and standardized.

6LoWPAN brings IPv6 to the constrained IoT networks,
reusing the time-proven TCP/IP protocols on IoT, making it
a natural and future proof choice for IoT network protocols.

2 6LoWPAN
2.1 Why 6LoWPAN

There are two different categories of constrained IoT net-
works, non-IP or IP. For a non-IP IoT network, an applica-
tion layer gateway is used to translate the communications
between the IoT network and the Internet. One benefit of an
IP IoT network is that only an IP layer gateway is needed,
which is much more lightweight and more flexible. And be-
cause of the success of the IP, an IP IoT network can reuse
applications by using existing, proven protocol implementa-
tions, thus greatly shortening development time. The disad-
vantage of IP IoT network is that TCP/IP is a fairly complex
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protocol suite compared to simple IoT network protocols like
ZigBee, so it is more difficult to implement on constrained
nodes. Because of hardware advancement, the processing
power has become more affordable even for constrained de-
vices and networks now, making an IP IoT network more
attractive[33]. 6LoWPAN is an IP IoT network and runs
IPv6 over IEEE 802.15.4 networks. IPv6 was chosen to be
the fabric of 6LoWPAN because the currently widely use
IPv4 address space, which uses 32 bit addresses and has no
more than 232 = 4.3× 109 addresses, is facing address ex-
haustion. IPv6 uses 128 bit addresses, which provides up
to 2128 = 3.4× 1038 addresses. IPv6 can support the vast
number of IoT devices and ubiquitous networks in the fore-
seeable future.

Non-IP IoT networks used to be more popular than IP
IoT networks because of its simplicity, with some popular
protocols such as ZigBee and BLE, but IP IoT networks are
gaining momentum as hardware prices go down. IP IoT is so
attractive that some previous non-IP IoT networks started to
support IPv6 recently. For example, Bluetooth used to be a
point-to-point communication protocol, but since Bluetooth
4.2, BLE started to add IPv6 support in its Internet Protocol
Support Profile (IPSP)[41]. RFC 7668 added IPv6 over BLE,
but it only supported star network topology[38]. A new IETF
draft plans to add IPv6 mesh network support to BLE, so it
is expected that BLE may fully support 6LoWPAN in the
future[23]. ZigBee IP also incorporates IP into its ZigBee
networks but it is not widely used[22].

2.2 Challenges of 6LoWPAN
Because 6LoWPAN runs IPv6 on constrained nodes, with

constrained resources like energy, memory, and processing
power, there are several challenges present in 6LoWPAN de-
sign and implementations. Some of the most important chal-
lenges are:
Header overhead The link layer of 6LoWPAN is IEEE

802.15.4, which has an MTU of only 127 bytes, while
the IPv6 MTU is at least 1280 bytes with a header
length of 40 bytes. This means that directly transmit-
ting standard IPv6 packets over IEEE 802.15.4 is ineffi-
cient because of high header/payload ratio and frequent
fragmentations and defragmentations[36].

Neighbor discovery IPv6 uses Neighbor Discovery Proto-
col (NDP) to configure itself statelessly by combining
the network prefix information from Router Advertise-
ment messages and host ID from its link layer address,
forming a 128 bit address[37]. In 6LoWPAN, NDP
should also be used because it greatly simplifies the task
of assigning IP addresses to a large number of devices.
Yet it must be revised to accommodate the constrained
networks.

Lossy networks The wireless links in constrained networks
are usually not reliable because of mobility, interfer-
ence, etc. We call such networks lossy networks. Lossy
networks present a challenge to routing protocol de-
signs because most of the routing protocols require a
relatively stable, slowly changing network topology.

Security Security has always been an important issue in
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Figure 1. 6LoWPAN stack overview

computer networks. The standard TCP/IP networks em-
phasize end-to-end security, like the widely used In-
ternet Protocol Security (IPSec) on the network layer
or Transport Layer Security (TLS) on the application
layer[43, 45, 16]. Those standard security measures
usually require more resources than can be provided by
the constrained IoT devices.

Applications One of the most mature and popular ap-
plication layer protocols is Hypertext Transfer Pro-
tocol (HTTP), which is based on TCP and provides
Web services[20]. The Representational State Transfer
(REST) architecture based on HTTP has been very pop-
ular in web services because it minimizes latency and
network communication while at the same time maxi-
mizing the independence and scalability of component
implementations[21]. The vast amount of RESTful web
services based on HTTP makes it a very attractive pro-
tocol for 6LoWPAN applications. Nonetheless the reg-
ular HTTP and TCP are not suitable for constrained net-
works that 6LoWPAN runs on because of their com-
plexity and the amount of resources required.

2.3 Main Features of 6LoWPAN
6LoWPAN, an IoT IPv6 adaptation layer, runs on top of

IEEE 802.15.4, as shown in Figure 1.
IEEE 802.15.4 is a low power, low speed wireless per-

sonal area network (WPAN) standard that uses CSMA/CA
and has a typical configuraion with a range of 10 m - 100
m and raw data rate of 2 - 250 kbit/s on the 2.4 GHz ISM
band[26]. IEEE 802.15.4 can also operate on the 900 MHz
(sub-G) band, with a lower data rate and a longer range up
to a few kilometers. The range and data rate depend on the
frequency band, environment, and hardware used[4, 5, 6, 7].
Header compression To efficiently transmit IPv6 packets

over IEEE 802.15.4 links, we need to add an adapta-
tion layer using header compression, which compresses
the IPv6 header size from 40 bytes down to 7 bytes.
IPv6 Extension headers are compressed as well. Higher
layer headers have also been compressed, like UDP
headers[29].

Routing Most of the routing protocols used on the regular
IPv6 networks are not suitable for the constrained net-
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works that 6LoWPAN runs on, so a new routing pro-
tocol called IPv6 Routing Protocol for Low Power and
Lossy Networks (RPL) has been developed to be used
by 6LoWPAN. Because a lossy network does not have
a predefined topology, RPL organizes a topology as a
Directed Acyclic Graph (DAG) partitioned into one or
more Destination Oriented DAGs (DODAGs)[47]. RPL
is supposed to be used in networks with up to thousands
of nodes, where the majority of the nodes have very
constrained resources, where the network to a large de-
gree is “managed” by a (single or few) central “supern-
odes” (for example, the 6LoWPAN border routers)[15].

Security As IEEE 802.15.4 is a wireless physical and link
layer protocol, like IEEE 802.11, a strong link layer se-
curity protocol is desirable. IEEE 802.15.4 uses Ad-
vanced Encryption Standard (AES) in the Counter with
CBC-MAC mode[46]. The problem with link layer se-
curity is that it only covers the link segment that uses
it, but not end-to-end security. To ensure end-to-end
security, just like the Internet, we need to add secu-
rity measures on higher layers, mainly on the network
layer and the application layer. On the network layer,
an adapted IPSec protocol has been proposed to sup-
port 6LoWPAN, which promises to support end-to-end
security[39, 40]. On the application layer, Datagram
Transport Layer Security (DTLS) is a main candidate.
Unlike TLS that works on TCP, DTLS works on UDP,
which is more suitable for constrained networks like
6LoWPAN[42].

Application protocols There are several application proto-
cols available to 6LoWPAN, with the most popular
ones being Constrained Application Protocol (CoAP)
and Message Queuing Telemetry Transport-Sensor Net-
work (MQTT-SN)2 .
Due to the huge popularity of web services, CoAP was
developed as a lightweight HTTP on 6LoWPAN. To
work on constrained devices, CoAP uses UDP with
its own message based retransmission mechanism in-
stead of TCP. UDP is much simpler than TCP, has a
smaller header size, and requires much less resources.
CoAP keeps REST architecture yet requires much less
resources, which enables Web developers to easily write
programs for IoT. By using a proxy device, it is easy
to translate between CoAP and HTTP and no signif-
icant web application redesign is needed. CoAP also
uses options like block transfer, observations, and Web
discover to further optimize for constrained networks.
CoAP also works with security measures like DTLS,
just like HTTP works with TLS. A secure CoAP with
compressed DTLS has also been proposed[12, 42].
Another popular application protocol for 6LoWPAN is
Message Queuing Telemetry Transport (MQTT)[11]. A
special version of MQTT called MQTT-SN has been
developed to be used on constrained IoT networks
like 6LoWPAN. MQTT-SN can use UDP instead of
TCP[30, 44, 25]. Unlike CoAP, MQTT is a lightweight

2MQTT-SN used to be called MQTT-S.
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Figure 2. Contiki architecture

publisher-subscriber protocol. A publisher-subscriber
system decouples producers and consumers, but a bro-
ker is needed.

3 6LoWPAN Implementations
There are numerous open source and commercial imple-

mentations of 6LoWPAN. The most popular ones are: Con-
tiki OS, TinyOS, Linux, and Openthread. They have been
ported to a wide range of hardware platforms and architec-
tures. Here we list some of the recent 6LoWPAN implemen-
tations.
3.1 Contiki

Contiki is a BSD licensed open source, lightweight oper-
ating system that implements 6LoWPAN using uIP on tiny,
severely resource constrained nodes with IEEE 802.15.4
wireless communication capabilities, with memory as low
as around 20 KB RAM and 100 KB ROM. It is implemented
in the C language and has been ported to a wide range of
devices on a variety of architectures, like chips based on
the Atmel AVR, MSP430, and ARM Cortex-M3 architec-
tures. Contiki supports dynamic loading and replacement
of individual programs and services. It is built around an
event-driven kernel but provides optional preemptive multi-
threading that can be applied to individual processes[18].
The architecture of Contiki is shown in Figure 2. By using a
duty cycling protocol called ContikiMAC, Contiki achieves
ultra low power consumption by turning off the wireless
transceivers 99% of the time[17]. Contiki includes a network
simulator called Cooja.
3.2 TinyOS

TinyOS is a BSD licensed open source operating sys-
tem. It runs on low power, constrained devices that have
around 16 KB of memory. The core TinyOS code size is
just about 400 bytes[35]. TinyOS applications are writ-
ten using a language called nesC, which is a dialect of C
with features to reduce RAM and code size, enable signifi-
cant optimizations, and help prevent low-level bugs like race
conditions[34]. TinyOS has a component based program-
ming model. Each component is an independent compu-
tational entity that exposes one or more interfaces. Com-
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ponents have three computational abstractions: commands,
events, and tasks. TinyOS 2.X supports 6LoWPAN by
the Berkeley Low-power IP stack (BLIP) and TinyRPL
module[28, 31].
3.3 RIOT

RIOT is a relatively new, LGPLv2 licensed open source
operating system that is specifically designed for IoT. RIOT
implements a microkernel architecture and allows for stan-
dard C and C++ programming, provides multi-threading as
well as real-time capabilities, and needs only a minimum of
1.5 KB of RAM[10]. RIOT is a very versatile OS. When the
hardware is capable, it competes with Linux; when running
on constrained devices, it competes with Contiki, TinyOS,
FreeRTOS, etc. Currently, RIOT supports basic network pro-
tocols including 6LoWPAN, RPL, IPv6, TCP, UDP, CoAP,
and provides CCN-lite to experiment with content-centric
networking[27].
3.4 OpenWSN

OpenWSN is an open source IoT operating system cre-
ated by UC Berkeley. The goal of the OpenWSN project is
to provide open-source implementations of a complete pro-
tocol stack based on Internet of Things standards on a vari-
ety of software and hardware platforms. OpenWSN supports
6LoWPAN and CoAP. It runs on a variety of motes, includ-
ing OpenMote[14].
3.5 Zephyr

Zephyr is a new IoT operating system originally devel-
oped by WindRiver System and later became a project of the
Linux Foundation. Zephyr is open source with an Apache
2.0 license. The Zephyr kernel supports multiple architec-
tures, including ARM Cortex-M, Intel x86, ARC, NIOS II,
Tensilica Xtensa and RISC-V 32. Zephyr supports multi-
threading and includes POSIX pthreads compatible API sup-
port. Zephyr supports 6LoWPAN with its IP networking
stack[3].
3.6 Linux

Although Linux is not for the severely constrained de-
vices, adding native 6LoWPAN support in the Linux ker-
nel makes inter-operating between Linux devices and con-
strained IoT devices easy. Sometimes a more powerful nodes
that can directly talk in 6LoWPAN are desirable, for exam-
ple border routers, brokers, and other computation-intensive
nodes. Currently the native support of 6LoWPAN in the
Linux kernel is still a work-in-progress. More information
can be obtained at http://wpan.cakelab.org/.
3.7 Thread

Thread is a royalty free IoT specification based on 6LoW-
PAN developed by Google, Samsung, and some other com-
panies. According to the Thread Specification, the Thread
stack is an open standard for reliable, cost-effective, low
power, wireless device-to-device communication. It is de-
signed specifically for Connected Home applications where
IP-based networking is desired[8]. Thread’s primary features
include:
Simplicity — Simple installation, start up, and operation.

Security — All devices in a Thread network are authenti-
cated and all communications are encrypted.

Reliability — Self-healing mesh networking, with no sin-
gle point of failure, and spread-spectrum techniques to
provide immunity to interference.

Efficiency — Low-power Thread devices can sleep and op-
erate on battery power for years Scalability — Thread
networks can scale up to hundreds of devices.

Openthread released by Nest is an open source implementa-
tion of the Thread and implements all features defined in the
Thread 1.1.1 Specification[2].

3.8 Mbed OS
Mbed is a platform and operating system for internet-

connected devices based on 32-bit ARM Cortex-M micro-
controllers developed by ARM and its partners. Mbed OS
supports 6LoWPAN natively[1]. It is now a Thread Certified
Component, which means it supports the Thread specifica-
tion.

4 Conclusion
Internet of Things is the future and 6LoWPAN, an open

and IPv6 based IoT network standard, is gaining popularity
among IoT developers and manufacturers. Traditional non-
IP IoT technologies like BLE and ZigBee are transitioning
to be IPv6 based. Google, Samsung, and other companies
are developing their Thread IoT products, which is based
on 6LoWPAN. 6LoWPAN is being actively researched and
newer IoT operating systems use their support of 6LoW-
PAN as a selling point. Nonetheless, challenges still exist
for 6LoWPAN. End-to-end security is still under develop-
ment, alternative link layers other than IEEE 802.15.4 is still
in its infancy. We believe that for IoT researchers, studying
and working on improving 6LoWPAN is a worthwhile in-
vestment. We believe that 6LoWPAN will be an important
engine for the Internet of Things, just like IP is for the Inter-
net.
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