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Abstract
Wireless sensor network is widely used in commercial,

agricultural, medical and military fields because of its char-
acters of low energetic consumption, flexible configuration,
and convenient deployment. However, due to its high re-
quirement to energetic consumption and distribution, wire-
less sensor network is more vulnerable to be attacked. There-
fore, it is more important to integrate intrusion detection sys-
tem to ensure the node and network security in the wireless
sensor network. Based on Game Theory, this paper models
the attack and defense process in wireless sensor networks,
and improves the Game Model for the intruder’s diversified
attack methods, so that it can accurately determine the best
defensive strategy of the intrusion detection mechanism, to
reduce energy consumption and improve detection efficien-
cy; in addition, we also introduce Agent technology to in-
crease the scalability of the system, to improve the problem-
s caused by single point failure, and improve the fault tol-
erance of the system. Experiments show that the proposed
method has a good effect on the scalability and intrusion de-
tection of wireless sensor networks.

1 Introduction
1.1 Wireless Sensor Network

The wireless sensor network is a new generation of sen-
sor networks whose development and application have far-
reaching effects on various fields of human life and produc-
tion. The sensor network consists of a large number of small,
inexpensive, and battery-powered sensor nodes with wireless
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communication and monitoring capabilities. These nodes are
densely deployed in the monitoring area for the purpose of
monitoring the physical world. Wireless sensor network is a
new research direction in information technology. It has ex-
tensive application prospects in environmental monitoring,
military, homeland security, health care, household, traffic
control, community security, forest fire prevention, and tar-
get location[1][2].
1.2 Research Status of Intrusion Detection

Game Model
Wireless sensor networks may be deployed in extremely

harsh geographical environments and lack effective protec-
tion. And the first security barriers such as identity authen-
tication and access control built on cryptographic technolo-
gies do not ensure the absolute security of wireless sensor
networks. As a proactive security protection technology, the
intrusion detection system provides the ability to prevent in-
ternal and external attacks. Intrusion detection system is an
active defense system for network security. As the second
line of defense for network security, it plays a vital role in
detecting intruders and defending attacks.

In domestic and foreign literature, game theory has been
widely applied to IDS to achieve the purpose of ensuring
wireless network security. Mutrali[3] established a game the-
ory framework for packet sampling strategies to effectively
detect network intrusions. Alpcan[4] proposed a game mod-
el of zero and static Markov methods for two game players
to detect intrusions, using mathematical analysis to study the
optimal strategy solution and assess the defense cost of the
nodes. Agah[5] used the non-cooperative game framework
to defend against attacks, in which three different schemes
were used to find vulnerable nodes in the network and pro-
tect it. Up to now, some scholars have proposed solutions
to apply game theory to WSN security strategies to reduce
energy consumption [6] [7]. But most of them believe that
the game is a single process and assume that the attacker has
only one choice[8]. On the contrary, repeated attacks always
exist in the actual WSN environment, and the attack meth-
ods are more diverse [9] [10]. Meanwhile, the adoption of
game model will also lead to serious single-point failure. In
order to balance the system’s detection efficiency and ener-International Conference on Embedded Wireless 
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gy consumption, based on the research of the existing sen-
sor intrusion detection game model, this paper analyzes the
key problems of IDS, proposes an IDS game model that con-
forms to the characteristics of sensor networks, and intro-
duces the multi-agent intrusion detection method. The mod-
el can reduce the consumption of sensor resources by IDS
while protecting the security of the sensor network.
1.3 Analysis of Key Problems Faced by Intru-

sion Detection Systems
1.3.1 Energy Consumption Problem

The sensor nodes rely on their own battery as an energy
supply device. Because of the large number of sensor nodes,
large distribution areas, and large geographical differences,
they are usually deployed in places with harsh geographical
conditions, and it is impossible to provide a sustainable en-
ergy supply.

As a security application in sensor network, wireless sen-
sor network intrusion detection systems energy consumption
has become an important bottleneck restricting its develop-
ment. The traditional intrusion detection system structure
and method cant be directly applied to wireless sensor net-
works. It is necessary to design a specific detection archi-
tecture to adapt to the low-energy wireless sensor network,
which can balance system detection efficiency and node en-
ergy consumption.
1.3.2 Improve Performance

As a kind of micro embedded device, the wireless sensor
node has its own computing power and storage capacity lim-
it. With the increasing use of wireless sensor network, sen-
sor nodes need to complete the collection and management
of monitoring data. At the same time, they need to respond
to and process the requests and control commands sent by
the aggregation node. All of these have higher requirements
on the storage capacity and processing capacity of wireless
sensors.
2 Research on Multi-agent Intrusion Detec-

tion Model Based on Game Theory
The attacker tries to attack the sensor network node in

order to obtain benefits. The intrusion detection system de-
tects the intrusion procedure in order to maintain the normal
operation of the system. Obviously, this is a mutually oppos-
ing game process. Each time an attacker launches an attack,
it will cost a certain amount of resources. If the attack suc-
ceeds, it will gain a certain amount of revenue. Each time the
intrusion detection system is turned on, it will consume the
energy of the node, and the success of the detection will also
yield corresponding benefits. Therefore, the network attack
and defense process is simulated through the game model.
This game model can find the equilibrium solution between
the attacker and the intrusion detection system, and solve
the energy consumption problem and performance problem
faced by the intrusion detection system.
2.1 Modeling Analysis of Static Game Model

for Intrusion Detection
XIONG Zi-li et al.[11] proposed a static game model for

networked intrusion detection of clustered sensors. The spe-
cific process analysis of the game model modeling is as fol-
lows:

In the attack and defense model of wireless sensor net-
works, participants are mainly network attackers (reported
as Attacker) and intrusion detection systems (reported as
De f ender). Information is completely perceptible to both
sides of the game, that is, complete information. Let’s write
its decision space as Sa and Sd, and its benefit function is
denoted as RAttacker and RDe f ender. The equilibrium solution
of the model is derived from the analysis of the previous four
factors, so that the game model can be simply marked as:

G = {(De f ender,Attacker),(Sd,Sa),(RDe f ender,RDe f ender)}

It is assumed that there are N nodes in the sensor network.
These nodes are divided into k clusters according to the
clustering routing protocol, which are respectively record-
ed as 1,2, . . . ,k ,and the number of nodes in each cluster is
Ni(i = 1,2, . . . ,k). This article assumes that an attacker can
only attack at most one cluster in each attack. The base s-
tation can only select one cluster head to start IDS in each
defense. Then for a cluster k1 in the network, the attack-
er has 3 strategies: Either attack the cluster k1 (marked as
AS1); either not attack any cluster (remembered as AS2); or
select another different cluster k2 in the network to attack
(marked as AS3), that is, Sa = {AS1,AS2,AS3}. For the de-
fender, there are two strategies to choose from: either to pro-
tect the cluster k1 (marked as DS1) or to choose a different
cluster k2(k2 6= k1) for protection (marked as DS2), that is,
Sd = {DS1,DS2}. The gains of the two participants IDS and
the attacker of the game can be represented by a 2*3 matrix,
namely A and B.

In order to determine the benefit function of the attacker
and defender, some symbols need to be defined, as follows:

R(t): Benefits of normal operation of sensor network at
time t

Ck: Average cost of IDS guard cluster k
Sk: Average cost of IDS for cluster k being successfully

attacked
NK : Number of nodes in the cluster k
Pk(t): The average gain per attack by an attacker
Bk: Attacker’s intrusion cost
W :the cost when the attacker waits and decide
Define the attacker’s return matrix A and the income ma-

trix of the IDS B:

Ai j =

[
a11 a12 a13
a21 a22 a23

]

Bi j =

[
b11 b12 b13
b21 b22 b23

]
Among them: a11 and a21 indicate that the attacker at-

tacks cluster k; a13 and a23 indicate that the attacker attacks
a non-k cluster. Pk(t)−Bk means that the average income of
attacking a cluster is subtracted from the average loss of the
attack. b11 = R(t)−Bk indicates that both the attacker and
IDS choose the same cluster for attack and defense respec-
tively. So for IDS, its initial utility value of R(t) minus the
defense cost. Other strategy pairs are solved in a similar way.

So we can get the income matrix as shown below:
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RAttacker =

 R(t)−Ck R(t)−Ck R(t)−Ck−
Nk′

∑
i=1

Sk′

R(t)−Ck−
Nk
∑

i=1
Sk R(t)−Ck R(t)−Ck′ −

Nk′′

∑
i=1

Sk′′



RDe f ender =

[
Pk(t)−Bk W Pk(t)−Bk
Pk(t)−Bk W Pk(t)−Bk

]
Therefore, when the network attack and defense sides

adopt the strategy pair (AS1,DS1), the game result tends
to Nash equilibrium. From the above discussion, you can
get the intuition: For IDS, the best strategy is to choose the
most appropriate cluster for defense, so that the value is the
largest; for the attacker, the best strategy is to choose the
most appropriate cluster to attack. Because it is always es-
tablished, so the attacker is always encouraged to attack.
2.2 Improved Game Model for Diversified

Attack Detection Based on Multi-agent
Structure

Common network attacks such as DoS attacks [12] can be
directly detected by using misuse detection methods. How-
ever, new network intrusion methods emerge one after an-
other, and only using the method of intrusion rule matching
does not meet the requirements of IDS. Therefore, we also
need to use anomaly detection to detect network intrusion-
s. Due to the difference in detection rules between misuse
detection and anomaly detection modules, we need to devel-
op a strategy to guide IDS to turn on the correct detection
module at the appropriate time.

In addition, the single-point failure problem can occur
easily in the sensor network. Once the attacker attacks the
abnormal node, the intrusion detection system based on the
game model will not work properly. Therefore, we introduce
a intrusion detection method based on multi-agent for clus-
tering wireless sensor network, which can effectively solve
the single point failure problem of IDS based on game mod-
el.
2.2.1 An Improved Method of Agent Intrusion Detec-

tion Based on Multi-agent
According to the literature[13], this method uses multiple

proxy modules to enhance the availability, security and scal-
ability of IDS by allowing member nodes and cluster heads
to perform different tasks. However, this scheme proposed
by the author requires that every node should be equipped
with monitoring Agent, detection Agent, response Agent and
management Agent, which will occupy a large amount of s-
torage space of nodes and cluster heads, and also increase
the energy loss of nodes. When the test activities overlap,
the detection accuracy will be greatly reduced.

In this regard, we propose an improved method based on
multi-agent Agent intrusion detection. In view of the intru-
sion detection method based on game model, the purpose
of introducing multi-agent Agent intrusion detection method
is to solve the single-point failure problem. Therefore, the
corresponding Agents may not be configured for the mem-
ber nodes, but only for the cluster heads, so that the cluster

Monitor Agent

Detection Agent

Response Agent

WSH

Manage
ment
Agnet

Monitor Agent

Detection Agent

Response Agent

WSH

Manage
ment
Agnet

Figure 1. System structure diagram.

heads can effectively find and solve the single point failure
problem based on mutual communication. The following de-
scribes this improved method in detail:

The system structure of agent intrusion detection method
based on multi-agent is shown in Figure 1.

This method configures a monitoring agent, a detection
agent, a response agent and a management agent on each
sensor cluster head. The monitoring agent is responsible for
monitoring the behavior information of the neighbor clus-
ter heads. After the data is merged and extracted, the infor-
mation is sent to the detection agent residing on the clus-
ter head, and the detection agent performs the next process-
ing. The detection agent is responsible for analyzing the data
information collected by the monitoring agent to determine
whether or not intrusion detection occurs. In this part, this
paper adopts the intrusion detection method based on game
model with the ability to deal with diversified attacks men-
tioned below. The response agent will activate immediately
when the detection agent discovers and judges that an intru-
sion occurs. And the response agent takes response measures
according to the specific situation, such as reducing the trust
degree to the suspicious cluster head, cutting off the commu-
nication between the other party and itself, updating the com-
munication key, and re-authenticating the identity, etc. The
management agent is responsible for managing and main-
taining the monitoring agent, detection agent, and response
agent, and coordinating their work.

For ease of presentation, make the following notation and
definition:

H: The number of cluster heads involved in communica-
tion in sensor network

L: The trust between cluster heads, each cluster head s-
tores the trust degree of the neighbor cluster head, 0 < L < 1
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Figure 2. Response agent takes the response.

α: The threshold of trust depends on the security require-
ments of the network in the actual application. The higher
the level of network security is , the larger the value of α is,
which is generally considered to be the value 0 < α < 0.5

β: The percentage of trust reduction, 0< β< 1. The value
is related to the number of cluster heads.

Every time cluster head k′ receives a query report on clus-
ter head k, k′ reduces its trust rate on cluster head k by a cer-
tain percentage. If let X represents the trust of cluster head
kafter k′ receiving x(2 < x < H) query reports, it can be de-
scribed as follows:

Lx = (1−β
H)(1−β

H−1)...(1−β
H+1−X )L0

When L < α, the node concludes that the cluster head is
a malicious node and will take corresponding response mea-
sures. Here, the node actively cuts off the connection with
the cluster head and refuses to communicate with the clus-
ter head. Figure 2 shows the situation in which the neighbor
cluster head receives a certain number of challenge reports
so that its trust in the cluster head is reduced below α.
2.2.2 Constructing a Diversified Attack Detection

Game Model
For a fixed cluster k, the attacker has two strategies:

choose common attacks, such as DoS attacks(marked as
a1). Or choose a new type of attack (marked as a2). ID-
S also has two strategies: use misuse detection module
(marked as d1); or use Anomaly detection module (marked
as d2). Then there are four kinds of game strategies:
(d1,a1);(d1,a2) ;(d2,a1) ;(d2,a2).

Now, set the average detection accuracy of common net-
work attacks using misuse detection methods to n. And set
the average detection accuracy of the new attack using the
anomaly detection method to m. According to the definition
of misuse detection and anomaly detection, we can judge that
the accuracy of using the abnormal detection method to de-
tect common attack and using the misuse detection method
to detect new attack is zero.

When selecting a policy, the attacker chooses to use the

common attack method to attack, and the defender uses the
misuse detection method for intrusion detection. Then we
can get the total benefit function of the attacker and the de-
fender respectively:

R11(Attacker) = (1−n)(pk(t)−Bk)−nB(k)
= Pk(t)−Bk−npk(t)−nBk +nBk
= Pk(t)−BK−npk(t)

R11(Attacker) = (1−n)(pk(t)−Bk)−nB(k)
= Pk(t)−Bk−npk(t)−nBk +nBk
= Pk(t)−BK−npk(t)

Similarly, we can get the total benefit function of the attacker
and defender in the other three sets of strategies. After sort-
ing out, we can get the bivariate benefit matrix of the game:

X =

[
Pk(t)−BK−nPk(t) Pk(t)−Bk

Pk(t)−Bk Pk(t)−BK−nPk(t)

]

Y =

[
R(t)−Ck−Pk(t)+nPk(t) R(t)−Ck−Pk(t)

R(t)−Ck−Pk(t) R(t)−Ck−Pk(t)+mPk(t)

]
In order to get the defender’s defensive strategy, we need

to set the defender’s probability of performing misuse detec-
tion to be r, and the probability of performing anomaly de-
tection is 1-r. The probability of an attacker using a common
attack method is s, and the probability of using a new attack
mode is 1-s. What we want to know is that how much r and
s are respectively, the attacker and defender have the largest
value of the benefit function. The total benefit function of
the attacker and the defender can be obtained according to
the bivariate matrix we have obtained:

RDe f ender = R(t)−CK−Pk(t)[1−nrs− (1− r)(1− s)m]

RAttacker = [1−nrs− (1− r)(1− s)m]Pk(t)−Bk

2.2.3 Nash Equilibrium Analysis
Now we carry out Nash equilibrium analysis for the to-

tal benefit function of the attacker and the defender, and the
solving process is as follows:

Differentiate RDe f ender on r get [(n+m)s−m]Pk(t) = 0.
that is, s = m

n+m .
Similarly, differentiate RAttacker on s get [(m − (n +

m)r]Pk(t) = 0. that is, r = m
n+m .

Get the defender’s strategy TDe f neder and Attacker’s s-
trategy TAttacker are: TDe f neder = ( m

n+m ,
n

n+m ), TAttacker =

( m
n+m ,

n
n+m ).

That is, both of the attacker and the defender use the m
n+m

probability to attack in a common way and detect it by mis-
use detection method. And both of the attacker and the de-
fender use the n

n+m probability to attack in a new way and
detect it by anomaly detection method.

The above TDe f neder and TAttacker are the Nash equilibrium
solutions of defenders and attackers. When r and s take a
value of m

n+m , defenders and attackers gain maximum.

3 Experimental Verification
In the range of 150m*150m, 120 nodes are randomly de-

ployed, and the initial energy of each node is set to 0.6J,
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Figure 3. Energy consumption diagram.

the node cannot be moved once deployed, and the simula-
tion maintained for 5 minutes. During the experiments, the
multi agent of attack and defense game model improved in
this paper is introduced to compare the intrusion detection
capabilities, and the energy consumption is compared with
the full monitoring detection model.

Literature[14] believed that 70% of the energy of wireless
sensor networks were used for data transmission. However,
data transmission relies on wireless broadcasting, and reduc-
ing usage of wireless communication means decreasing en-
ergy consumption. In the processes of experiments, the en-
ergy consumption of the intrusion detection system based on
the game model greatly reduced compared to the intrusion
detection system of the full monitoring mode. As shown in
Figure 3, at the beginning of the test, the average residual
energy of the nodes is the initial value, 0.6J. With the in-
crease of time, the energy consumption of the two detection
systems has changed significantly; when the time is 300s,
energy consumption of the improved system was reduced by
41% than the monitoring system. Therefore, the multi-agent
based multi-attack detection game model effectively solves
the problem of efficiency detection and energy consumption.

The detection performance of the multi-agent based in-
trusion detection game model was evaluated. The simulation
experiment was repeated 10 times, the experimental condi-
tions are the same, and recorded the detection rate of each
detection model. Changed the experimental conditions, the
simulation of the cluster head node performed the IDS attack
and defense game model, also 10 times, and recorded the de-
tection rate of the simulation experiment. The comparison of
the detection performance of the two models was shown in
Figure 4.

It can be seen from the figure that the detection rate of
the cluster head CH performing the IDS game model[15]
was between 50% and 60%, and the detection rate was about
55% in most cases, and the detection performance is unsta-
ble. The detection rate of multi-agent based multi-attack de-
tection game model proposed in this paper was between 70%
and 80%, The detection rate is relatively stable and the mod-

 

Figure 4. Detection performance diagram.

el showed higher security performance.

4 Conclusions
On account of huge applicable value of wireless sensor

networks, the related network intrusion problems are attract-
ing more and more attention. Most of the existing intrusion
detection systems at home and abroad only have a high de-
tection rate for specific attack methods, and seems powerless
for other attacks, and easy to take place problem of a single
point of failure. The intrusion detection system increases the
system’s energy consumption while protecting the system.
In this paper, we focused on the intrusion detection algorith-
m in wireless sensor networks, and combined game theory
and non-cooperative complete information static game prin-
ciple, to construct the intrusion detection model in wireless
sensor networks. The multi-agent based intrusion detection
method was introduced and improved. The effectiveness of
the new model was verified through simulation experiments.

Game theory and multi-agent technology also provide
feasible new ideas and new technologies for the research of
many key issues in various of aspects of wireless sensor net-
work security. Both of them are significant and bright re-
search directions.
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