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Abstract
The fifth generation of mobile networks holds the promise

to enable new wireless applications, including the operation
of dependable and real-time safety-critical systems. How-
ever, the strict latency and reliability requirements associ-
ated to these systems demand for innovative solutions that
enhance the dependability attributes of wireless networks.
With this in mind, the adaptation of the bus guardian con-
cept to the wireless context is proposed in this work. This
novel mechanism - the medium guardian - is responsible for
monitoring and control the operation of a wireless device in
the value, time and frequency domains. In this way, fail-
silent behaviour can be enforced in the nodes of the network
by disabling their interfaces whenever a fault is detected.
1 Proposal

With the future development of the next generation of
mobile networks (5G), more and more application domains
could be leveraged by wireless technologies. For instance,
the target requirements of small latency (round trip times
lower than 1 ms) and high reliability (> 99.999%) envi-
sioned by the 5G community [1], will provide the basis for
the Tactile Internet (real-time cyber-physical control) and
will enable the operation of mission-critical systems (e.g.
remote surgery), cooperative self-driving cars, advanced in-
dustrial automation, smart grid management, etc. [6]. Nev-
ertheless, the path to achieve these goals is not trivial and
innovative solutions are needed in order to solve the in-
herent problems of wireless environments, such as unpre-
dictable channel conditions, dynamic network topologies
(e.g. road traffic scenarios), security, spectrum interference
and so forth. For example, to cope with the high data rate
(10 Gb/s), low latency and the massive number of radio

units expected in the future 5G, novel signal waveforms have
been proposed. Generalized OFDM (G-OFDM) [8] is one of
the most promising approaches, since its flexibility allows
a large number of devices with different communications
requirements to exchange information in the same wireless
channel. Furthermore, G-OFDM seamlessly supports dy-
namic resource allocation (e.g. bandwidth) according to the
current network demands. Non-Contiguous OFDM (NC-
OFDM) [2] is another interesting technique originally de-
signed for opportunistic spectrum access, in order to enable
the Cognitive Radio concept, where secondary users may
transmit messages by utilizing the subcarriers not occupied
at a certain moment by the primary channel users. In addi-
tion to these new waveforms, full duplex wireless commu-
nications [4], besides increase the overall throughput of the
network, could also facilitate the development of Cognitive
Radio strategies, since in this way a node is able to listen the
signal sent by the other devices while transmitting.

On the dependability side, the high reliability and avail-
ability requirements defined in 5G can only be attained if
new fault-tolerance mechanisms are included in the network
protocols and communication devices. In safety-critical con-
texts, a malicious or malfunctioning node may compromise
the operation of the entire system, causing a catastrophic
event with irreversible damage. For that purpose, the design
of fail-safe strategies for the communications devices is of
uttermost importance, in order to limit the impact caused by
a fault arising in one of the node’s components. This topic is
well studied for the case of fieldbus technologies and wired
networks, but there is few research conducted in wireless
systems. One of the most common methods used to enhance
dependability in cabled networks is to guarantee that nodes
only exhibit a single failure mode: the fail silent failure mode
[9]. In this way, a node can only produce correct results or
no results at all, avoiding for instance situations in which a
faulty node starts sending unsolicited packets at random in-
stants without respecting the medium access rules (babbling
idiot failure mode). Traditionally, fail-silent behaviour can
be enforced in the value domain, i.e. the transmitted packets
only contain correct values, in the time domain, i.e. the mes-
sages are only transmitted at the right moments, or in both of
them. If omissions are properly handled, a fault inside a fail-
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silent node can not propagate to others nodes of the system,
thus creating distinct fault confinement regions.

The bus guardian concept is a well-known technique used
to guarantee fail-silent behaviour in the nodes of a net-
work by implementing behavioural error detection mecha-
nisms. In order to be fail-independent with respect to the
node it monitors, the guardian must belong to a different
fault containment region (e.g. separate hardware, power sup-
ply, clock, etc.). However, full independence can only be
achieved at a high cost and therefore a trade-off is usually
made between the total price of the system and the sources
and probability of common mode failures. Bus guardians
were first mentioned in [7], where they are used to govern
the status of their associated modules (i.e. a processor or
memory module) in a fault-tolerant multiprocessor architec-
ture for aircraft. In this case, the guardians are able to control
the power supplied to the modules and the access to the com-
munication buses, disabling it if a malfunction is detected.
In [9], bus guardians are employed to protect against viola-
tions in the temporal domain, guaranteeing that the TDMA
scheduling of a time-triggered communication system is re-
spected. This way, the nodes are only able to transmit in the
time slots specifically allocated to them, avoiding e.g. bab-
bling idiot failures. It is also possible to deploy bus guardians
for event-triggered communications, by limiting the mini-
mum inter-arrival time between the generation of two con-
secutive messages in a node [3]. Typically, the parameters
utilized by the guardian to monitor node’s activity, such as
time slot allocation or minimum inter-arrival time, are static
and known a priori or eventually acquired during network
startup. Nevertheless, more flexible solutions were also en-
visaged to cope with the operation of communication proto-
cols with dynamic scheduling [5], in which the time slot al-
location varies in run-time and possibly every cycle. Another
interesting property of the bus guardians architectures re-
sides in the fact that if the network can be organized in a star
topology, it is possible to replace the individual guardians
dedicated to each node, by a single central guardian.

The main idea of this work is to apply the bus guardian
concept to wireless communication systems, in order to im-
prove the dependability attributes of this type of networks.
The proposed mechanism, called medium guardian, consists
in a generic device that could be included in the architecture
of any wireless transceiver, with the main goal of verifying
the correctness of its output to the wireless medium. Start-
ing from this broad objective, its design and implementation
could then be adapted to cope with the requirements of any
system, protocol or modulation scheme (time or event trig-
gered communications, single or multi carrier modulations,
cognitive radios, full duplex devices, etc.). For instance, with
the new protocols and waveforms that have been proposed
for the next generation of mobile networks (e.g. GFDM or
NC-OFDM), resource allocation in the frequency domain,
both at the channel level and for the different subcarriers
inside the same channel, becomes extremely important. In
such scenarios, a medium guardian should not only supervise
the node’s operation in the value and time domains, but also
in the frequency one. This can be easily achieved, by plotting
the frequency representation of the signal the node wants to

transmit or has already transmitted, depending on the speci-
fied policy, and verifying its compliance with the allocation
previously defined by the network coordination mechanism,
which could be centralized or distributed. In cognitive radio
frameworks for example, the medium guardian can indepen-
dently verify if the primary users are not occupying the de-
sired channels/subcarriers, and allow message transmission
based on this separate observation. Another important dif-
ference when compared to wired systems lies in the fact that
the analog part of wireless transceivers constitutes a critical
source of faults [10]. This is typically not the case for e.g.
CAN, Ethernet or Flexray controllers. Therefore, the val-
idation of the correct behaviour of analog components can
not be done in the digital domain a priori, i.e. before the
message is actually transmitted to the air. This verification
can only be performed during or after node’s transmission
by an independent or loosely coupled guardian, according to
the taxonomy presented in [3], with a certain antenna sepa-
ration in order to prevent the saturation of the input RF sig-
nal. Finally, one should also note that in the wireless context,
the central guardian architecture can not be followed since a
physical star topology can never prevent nodes from receiv-
ing messages transmitted by misbehaving units. In this case,
the distributed approach needs to be employed, with an indi-
vidual guardian per wireless node.
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